NHOOPMALIMOHHASA TAMSATKA
JJI1 OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O®PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaxapIM TOJAOM MOJIOJIC)KH B WHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIHHUKH OJHH W3 CaMBIX
AKTUBHBIX MOJIb30Barelield Pynera. Mexay TeM, IOMUMO OrPOMHOTO KOJIMYECTBA BO3MOKHOCTEM, NHTEPHET
HEeCeT u MpoOIeMbl. DTa maMsTKa T0JDKHA IIOMOYb TeOe 0e30TMacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUpPYyChI

KoMmmbroTepHblli  BUpyC - 93TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOrpPaMM, OTJIMYUTEILHOMN
0COOEHHOCTBIO KOTOPOM SIBJISIETCSA CIIOCOOHOCTh K pa3MHOXKEHHUIO. B omosHeHne K 3TomMy, BUPYChl MOTYT
MOBPEIUTH WIN MOJHOCThIO YHUUTOXUTH BCE (ailiibl ¥ JTaHHBIE, [T0IKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU
KOTOporo Oblla 3amylleHa 3apakeHHas MporpamMma, a TakXke IOBPEeIUTh WM JaKe YHUUTOXKUTH
OTIEpAllMOHHYIO CUCTEMY CO BceMH (haiiimamu B 11eJI0M. B GOIbIIMHCTBE CilydaeB pacipOCTPaHsIOTCS BUPYChI
yepe3 UHTEpHET.

MGTO)IBI 3alIUTBI OT BPEAOHOCHBIX MPOTrpaMM:

1. Mcnosb3yil COBpEMEHHBIE ONMEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbI YPOBEHb 3aIIUTHI OT
BPEIOHOCHBIX TIPOTPAMM;

2. TlocrosHHOo ycraHaBnuBail mautd (uMdpoBBIe  3alIaTKH, KOTOpPblE  aBTOMAaTHUYECKU
YCTaHABIIMBAIOTCA C LENbIO J0PabOTKU MPOrpaMMBbl) U Ipyrrue OOHOBIIEHHUS CBOEH ONEpallMOHHON CHCTEMBI.
CkaunBaii WX TOJNBKO ¢ oduIHambHOTO caiita pa3paborunka OC. Ecmm cymecTByer pexum
aBTOMAaTHUYECKOr0 OOHOBJICHMS], BKIIIOUH €r0;

3. PaGoraii Ha CBOEM KOMIIBIOTEpE IOJ NpaBaMHu IOJb30BaTENsA, a HE aJAMHUHHUCTpaTopa. JTO HE
MO3BOJIUT  OOJIBIIMHCTBY BPEIOHOCHBIX TMPOTpaMM HHCTAIUIMPOBATHCS Ha TBOEM IEPCOHAIHLHOM
KOMIIBIOTEPE;

4. MWcronp3yid aHTHUBUPYCHBIC NPOrPaMMHBIC TMPOJYKTHI H3BECTHBIX  IMPOU3BOJIUTEIICH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub GpU3NYECKUN JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucnonp3yit BHENIHNE HOCUTENN MHGOpMaIK, Takue Kak (hiielika, TUCK Wi (aill u3 WHTEpHETa,
TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (haiiiIbl, MOTYYECHHBIE U3 HEHAJAECKHBIX UCTOUYHUKOB. Jlaxke Te (aiiibl,
KOTOpBIE MPHUCIIai TBOK 3HAKOMBIiA. JIydllle yTOUHHU y HETro, OTIIPABIISII JIU OH TeOE UX.

Cern WI-FI

Wi-Fi - 910 He BuA nepeaayn JaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIb OpeHn, mapka. Eme B 1991 romy
HUJepIaH/CKas koMnanus 3aperucrpuposaia opena "WECA", uto o603Havano cioBocoueranue "Wireless
Fidelity", xkoTopbiii mepeBoauTCs Kak "GecnpoOBOIHAsS TOYHOCT".

Jlo Harmiero BpeMeHHM Jioluia Jipyras ab0peBuaTypa, KOTopas sIBISETCS TaKOM ke TeXHOJOoTrued. I1o
abopeBuatypa "WIi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTAaHJAAPT BBICIICH 3BYKOBON TEXHUKH
Hi-Fi, uto B mepeBoze 03HavaeT "BBICOKast TOUHOCTB".

Jla, OecIIaTHBIN MHTEPHET-IOCTYIT B Kade, OTENIAX U adpONopTax SABJSCTCS OTIUYHONW BO3ZMOKHOCTBIO
BbIX0JIa B MHTEepHET. HO MHOTHE SKCHepThl cuuTarT, 4rto obmenoctymubie Wi-Fi cetn He sBIisitoTCst
0€30IIaCHBIMHU.



CoBersl 110 Oe30macHOCTH paboThl B 00mIenocTynHbix cersix Wi-fi:

1. He mepenaBaii cBoto juunyro uHpopMmaiuio depes odmenoctynabie Wi-Fi cetu. PaboTast B HuX,
JKCJIATCIIbHO HC BBOAUTD MAPOJIA JOCTYIIA, JIOTUHBI U KAKUC-TO HOMEPA,

2. Ucnonb3yit 1 0OOHOBIISIH aHTUBUPYCHBIE TIPOTPaMMbI U Opanamayep. TeM caMmbIM Thl 00€3011aCHILb
ce0st OT 3aKa4yKM BUpYyca Ha TBOE YCTPOIICTBO;

3. Ipu ucnonb3oBannu Wi-Fi otkiroun ¢pyrkimio "OOmuit goctyn k daitnam u npuntepam”. JlanHast
(GyHKIUS 3aKphITa N0 YMOJYaHUIO, OJHAKO HEKOTOPHIC IOJIB30BATENIM AaKTUBUPYIOT €€ Ui yIoOCTBa
WCIIOJIb30BaHUs B pabOTe WK yueoe;

4. He ucnonb3yit nyoauunbii WI-FI s nepenaum JuYHBIX JaHHBIX, HampuMep AJs BbIXOJa B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Hcnone3yit Tonbko 3amumieHHoe coeaunenne depe3 HTTPS, a we HTTP, T.e. nmpu Habope BeO-
aznpeca BBoau uMeHHO "https://";

6. B moOmisHOM Tenmedone otkiaroun ¢ynkiuio "Tlomkmouenne k Wi-Fi aBromarnuecku". He
JOTMyCKail aBTOMATHYECKOTO MOIKIF0UeHus yeTpoiicTBa K cetsim Wi-Fi 6e3 TBoero cormacwusi.

ConuajbHbIe ceTH

COI_[I/IaJ'II)HI)Ie CCTU AKTHBHO BXOIAT B HAaIly )KWU3Hb, MHOT'HEC JIFOAU pa60TaIOT H )XUBYT TaM IOCTOSHHO,
a B Facebook yxe 3aperucTpupoBaH MUJUTHAp]] YEIOBEK, YTO SBJSIETCSA OJHOM CEIBbMON BCEX JKHUTEIEH
IJ1aHeTbl. MHOTHE MOJIb30BaTEIN HE MOHMMAIOT, YTO HHGOpMAaIus, pa3MelleHHass UMH B COIMAJIbHBIX
CeTsIX, MOXKeT ObITh HalJieHa W MCMOJb30BaHAa KeM YTOJHO, B TOM 4HCJIE€ He 00s3aTeiabHO ¢ Onarumu
HaMEpEHUsMH.

OcHOBHBIE COBETHI 10 OE30MACHOCTH B COIIMANIBHBIX CETSX:
1. Orpannys CUCOK Apy3el. Y TeOs B APY3bsAX HE JOJHKHO OBITh CIIYYaliHBIX M HE3HAKOMBIX JIFOJICH;

2. 3amuiail cBOIO YacTHYIO kHU3Hb. He yka3biBail maposu, TeiaedoHsbl, agpeca, JaTy TBOEro POXKACHUS
U IPYT'YI0 JUYHYI0 UHQOPMAIUIO. 370yMBIIUIEHHUKHA MOTYT MCIOJIb30BaTh Jake MH(QOPMAIUIO O TOM, KaK
ThI ¥ TBOM POJAUTENH IJIAHUPYETE IPOBECTU KaHUKYJIBI;

3. 3amuinail CBOI pernyTanuio - JEPKU €€ B YUCTOTE M 3ajaBaii ceOe BOIMPOC: XOTEN OBl ThI, YTOOBI
Jpyrue TOJIb30BaTeIN BHJAEIH, YTO Thl 3arpyxkaems? [logymail, mpexie 4yeM YTO-TO OIyOJIMKOBATb,
HamucaTh U 3arpy3HTh;

4. Ecnu ThI ropopuuib € JIXOAbMHU, KOTOPLIX HC 3HACIIb, HC I/ICHOHBBYﬁ CBOC PCAJIbHOC UM U NPYI'YIO
JINYHYIO I/IH(I)OpMaI_II/II/IZ M, MECTO KHUTCIIBCTBA, MCCTO y‘le6I>I " IIpoYeec;

5. U36erait pazmerienus ¢ororpaduii B MIHTepHere, rae Thl H300pa’keH Ha MECTHOCTH, 10 KOTOPOH
MOYHO OIIPEAEIIUTE TBOE MECTOIIOJIOKECHUE;

6. IIpu peructpanuu B COMAIbLHON CETH HEOOXOIMMO HCIOIH30BaTh CIOKHBIE MTAPOIIHU, COCTOSIIUE U3
OykB 1 (P U ¢ KOJTMUECTBOM 3HAKOB HE MEHee §;

7. Z[J'IH COLIMAJIbHOM CCTH, ITOYTHI U APYIrUxX CaliTOB HCO6XOI[I/IMO HCIIOJIB30BATh PA3HBIC ITAPOJIN. Torma
ecau Teds B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKHA MTOJIYIaT JOCTYII TOJIBKO K OAHOMY MECTY, 4 HC BO BCC Cpas3sy.

JIeKTPOHHbBIE IeHbIH

3J'ICKTpOHHLIC JCHBI' - 3TO OYCHb y,[[O6HLII>i croco0 HJ'IaTe)KefI, OJIHAKO CYHICCTBYHOT MOIICHHUKH,
KOTOPBIC XOTAT MOJYYUTH 3TU NCHBI'U.



3JICKTpOHHBIe JACHBI'M MOABUJIMCH COBCEM HCAABHO U KMCHHO MU3-3a 3TOI'0 BO MHOTHX IOCydapCTBax n0
CHX IIOP HEC MPOIMMCAaHO IMPO HUX B 3aKOHAX.

B Poccun xe OHM (YHKIIMOHHUPYIOT M O HUX YyXE IPOIHUCAHO B 3aKOHE, TJ€ WX PAa3AeiidioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3Hua B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperraercsi IpOBOIUTH ONepany 0e3 ACHTU(PHUKALNN TTOJB30BATENs, & B HEAHOHUMHBIX UJCHTU(UKAIHS
10JIb30BATENs ABJISETCS 00s13aTEIbHOM.

Taxoke cienyer pasziauuaTh dJICKTPOHHBIE (HATHBIC ICHBIH (PaBHBI TOCYAApPCTBEHHBIM BaJIOTaM) U
AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 O€3011aCHON paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu k cuety MOOMIBbHBIN TesedoH. ITO camMblii yIOOHBINH U OBICTPBII CIOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBsizanHbIi TenedoH MOMOXKET, €Ciii 3a0yIelTb CBOM IIATEKHBIA aposIb WK 3aii1e1b
Ha CAlT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonp3yit ogHopazoBbie maposi. [locie mepexoja Ha YCHWICHHYIO aBTOpPH3AIMIO TeOE yKe He
OyJeT yrposkaTh OMAaCHOCTh KPaku WIIM TIepexBaTa MIaTeKHOTO apoJis;

3. BriGepu cnoxHblif napossk. [IpectynHrukam OyaeT He MpoCTo yrajiaTh CIOXKHBIN napois. HanexHbie
MapOoJIX - 3TO MAPOJIH, KOTOPBIE COAEPKAT HE MEHEe § 3HAKOB U BKJIIOUYAIOT B c€0sl CTPOUHBIE U NTPOIHCHBIE
OyKBBI, IUPPBI U HECKOJIBKO CHMBOJIOB, TaKM€ KaK 3HaK Jojulapa, (yHTa, BOCKJIMILATEIbHBIN 3HAK U T.II.
Hanpuwmep, $tRONg!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEILb.
JJIeKTPOHHAS MOYTA

DJeKTpOHHAs MOYTa - ATO TEXHOJIOTHS U MPEJOCTaBIsIEMbIE €0 YCIYrH M0 MEPEChUIKE U MOIYYEHUIO
ANIEKTPOHHBIX COOOIICHHM, KOTOPBIC PACTIPENEISIIOTCS B KOMIBIOTEpHOH ceTh. OOBIYHO 3IIEKTPOHHBIN
MOYTOBBIM AWK BBITJISAIUT CICAYIONIMM OOpa3oM: HMs_IOJIb30BaTeIs(@UMs_JIoMeHa. Takke Kpome
nepeiauu MpoCcTOro TEKCTa, MMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.

OCHOBHBIE COBETHI 110 O€30TIaCHOM PabdOTEe C AMEKTPOHHOMN MOYTOM:

1. Hago BBIOpaTh MpaBHIIBHBIN MOYTOBBIN CEpPBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OECILUIATHBIX
MIOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle JOBEPATh TE€M, KOTO 3HACIIb U KTO MEPBBIN B PEUTHHTE;

2. He yka3piBall B JMYHOM mouyTe JM4HYl0 HHpopmauuto. Hanpumep, mydme BbIOpaTh
"My3bIKaNbHBIN _(panat@" wnu "pok2013" BmecTo "Temal3";

3. Hcnonp3yil NBYXSTalmHYIO aBTOPU3AIMIO. OJTO KOrjJa MOMHMO IMapojisi HYXHO BBOAMTH KO[I,
npuckuIaeMblid o SMS;

4. BeiOepu clOXHBIA Mapoib. s KakIOTO TMOYTOBOTO SIIIMKA JOJDKEH OBITh CBOM HaJIeKHBIH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOKHOCTh HallCaTh caMOMYy CBOM JIMYHBIMN BOIIPOC, HCHOJ’IB?»Yﬁ 9TY BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBhIii [Isi 4acTHOM MEpEenucKu C aJpecaTrami,
KOTOPBIM ThI TOBEPsCIIb. ITO dMEKTPOHHBIN aJipec HE HAJ0 HUCIOJIb30BaTh MPHU PETUCTpalluK Ha Gopymax u
caiiTax;

7. He oTkpbIBail Qaiiiasl U Apyrue BIOXKEHUS B MHCbMax, Ja)Ke €CIM OHU MPHIUIA OT TBOMX JpY3eH.
Jlydie yTo4HM y HUX, OTIPABIISUIM JIU OHU TeOe 3TH (hailibl;



8. Ilocie okoH4aHust pabOTHI HA TOYTOBOM CEPBHCE MEPE/ 3aKPhITHEM BKJIAJKU C CAiTOM HE 3a0yab
HaxaTb Ha "Bpriitn".

KHﬁepﬁyJ’lJ’ll/IHF NUJIX BUPTYAJBbHOC U31€BATEC/ILCTBO

KubepOymnuar - mpeciefoBaHue COOOIIEHUSIMH, COJEPXKAIIUMH  OCKOpPOJICHHsI, arpeccuio,
3allyruBaHuEC; XYJIUTaHCTBO, COIIUAJIBHOC 6OI\/JIKOTI/IpOBaHI/Ie C IOMOMIBIO PA3JIMYHBIX UHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI 110 O0PHOE C KNOEPOYIITUHIOM:

1. He Opocaiicst B 60#. Jlyummii croco0: mMoCOBETOBATHCS Kak ce0sl BECTH W, €CJIM HET TOro, K KOMY
MOXKHO O6paTI/ITI)C$[, TO BHa4aJIC YCIIOKOHWTLCH. Ecimu TH HauHemb oOTBEYaThb OCKOp6JI€HI/IHMI/I Ha
OCKOPOJIEHUS, TO TOJBKO €111e 00JIbIe Pa30XOKellb KOH(IJIUKT;

2. Yrpasisiii cBoelt kubeppenyranuei;

3. AHOHUMHOCTHh B ceTh MHMMas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 AHOHUMHBIM
AKKayHTOM;

4. He crour BecTH XyIUTaHCKUN 00pa3 BUpPTyalnbHOUM »ku3HH. VHTepHeT ¢uKcHpyeT Bce TBOHU
NEeUCTBUS U COXpaHSeT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyJHUTEIbHO;

5. CoOnroaii CBOI0 BUPTYaTbHYIO YECTh CMOJIOY;

6. UWrHopupyit enunHuuHbli HeratuB. OAHOpa30Bble OCKOPOMTENbHBIE COOOIIEHUS JIydllle
UrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcsl Ha Ha4yaJlbHOW CTauH;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOUICHHUSIMH, B COLIMAJIbHBIX CETSIX €CTh
BO3MOYHOCTh OJIOKUPOBKH OTHPABKU COOOIICHHI ¢ ONpeeICHHBIX aJIpeCcOB;

8. Ecim ThI cBumerens kuOepOy/ummHTa. TBOWM JEHCTBHS: BBICTYNUTH TMPOTUB IIPECiIeIOBATENS,
MoKa3aTb €My, 4YTO €ro JeMCTBHUS OIEHUBAIOTCS HETaTUBHO, MOJAJEpXKaTh >KEPTBY, KOTOPOM HYy)KHA
MICUXOJIOTHYECKast IOMOIIb, COOOUTUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBECHUS B CETH.

MoouibHblii Tej1eOH

CoBpemennbie cMapT(HOHBI U IUIAHIIETHI COAEpKaT B cede BIOJHE B3pOCbl (GYyHKIIMOHAN, U Tenephb
OHHM MOTYT KOHKYPHUPOBaTh CO CTAllMOHAPHBIMU KOMIbIoTepamMu. OHAKO, CPEJCTB 3aILUTHI IS TOI0OHBIX
YCTPOMCTB MOKa OYeHb Maso. TecTupoBaHue U MOUCK YA3BUMOCTEH B HUX MPOUCXOIUT HE TaK UHTEHCUBHO,
kak s [1K, 1o sxe camoe kacaetcs U MOOMIIBHBIX MTPHIIOKEHUH.

COBpeMCHHHe MOOMJIbHEIE 6pay36pbl YKE IIPAKTUYCCKU HOOTHAJIM HACTOJIBHBIC aHAJIOTW, OJHAKO
paCcIupCHUC q)YHKI_II/IOHaJ'Ia BJIEYET 3a CO0OI 6OJ'ILH_IYIO CJIOKHOCTb U MCHBIIYHO 3allTUIIICHHOCTD.

Jlaneko He BCce MPOM3BOJUTENHU BBINYCKAIOT OOHOBJIEHUS, 3aKPhIBAIOIUE KPUTHUECKUE YSI3BUMOCTH
U1l CBOUX YCTPOMCTB.

OCHOBHBIE COBETBI JJIA 0e30MacHOCTH MOOUIBLHOTO Teﬂe(bOHaI

Huuero He saBusercs Mo-HacToAIIEMY OCCILIaTHBIM. By,I[B OCTOPOIKCH, BCIb KOI'la Tebe npeajiararoT
OecIIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBHI KaKUC-TO IJIATHLIC YCIIYT'U,

Hymaii, mpexzae yem otnpaButh SMS, ¢oto wiam Buzmeo. Thl TOYHO 3Haellb, rae OHU OyIyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIATH ONEPAMOHHYIO CHCTEMY TBOETO CMapT(OHa;



Hcnonp3yii aHTUBUPYCHBIE IPOTPAMMBI IJ1s1 MOOMJIBHBIX TeNE(OHOB;

He 3arpyxail mpuiiokeHus OT HEM3BECTHOTO MCTOYHHKA, BE/b OHH MOTYT COJIEPXKAaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocne Toro kak THl BBIMICHIL C CaiiTa, I/ieé BBOJWI JIMYHYIO MH(OPMAIUIO, 3aliJM B HACTPONKH
Opay3epa u ynaanu Cookies;

[leproauuecku npoBepsil, Kakue IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEpE;
JlaBaii cBOif HOMep MOOMIIBHOTO Tene(oHa TOIBKO JIOAIM, KOTOPBIX ThI 3HACIIH M KOMY JOBEPSICIIb;

Bluetooth momkeH ObITh BBIKIIFOYCH, KOTAA Thl MM HE IMOJIb3yellbes. He 3a0biBaii MHOTA IPOBEPSITH
3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPaCOUYHbIE, 3aXBAThIBAIOIINE PA3BIICUEHUS], 0ObETUHSIONINE COTHU
THICSIY 4YeJIOBEK IO BceMy Mupy. Mrpoku wucciaeayroT AaHHBII UM MHp, OOLIAIOTCS JpPYr € APYyrom,
BBITIOJTHAIOT 33JaHMS, CPaKArOTCA C MOHCTPAMH M IIOJIyHarOT OMNBIT. 3a YAOBOJBCTBHE OHH IUIATAT:
MOKYIAOT JUCK, OIJIAYMBAaIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKHe-TO OMIIUH.

Bce stu cpenctBa mmyr Ha momnep)KaHWE W PAa3BUTHE WIPHI, a TAKXKE HAa caMy O€30MacHOCThH:
COBEPIICHCTBYIOTCSI CHUCTEMBI aBTOPH3AllMM, BBIMYCKAIOTCS HOBBIE Martyu (IU(pOBBIC 3arlaTKA IS
MPOTpaMM), 3aKPBIBAOTCS YA3BUMOCTU CEPBEPOB.

B no1o6HbIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COTNEPHUKOB, CKOJIBKO KpPakH TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3ALMH OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI IT0 OE30ITACHOCTH TBOETO HUIrpoOBOIro aKKayHTa:

1. Ecniu apyroii urpok BemeT ceds II0X0 WM COo37aeT TeOe HEMPHUATHOCTH, 3a0JIOKUPYH €T0 B CITUCKE
UTPOKOB;

2. HOX(&HYﬁCH AAMHUHUCTpATOpaM UI'PbI Ha INIOXOC IOBCACHUEC DTOI'0 UI'POKaA, KEJIATCIIbHO ITPUIIOKUTH
KaKHEC-TO JOKa3aTeCJIbCTBa B BUAC CKPHUHOB,

3. He yka3piBaii tnuHyt0 HH(POpMaILUO B Ipodaiisie urpsel;
4. YBaxkail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeouIIuaIbHbBIE TATYU U MOJIBI;

6. Mcnonb3y# ClOKHBIE U pa3HbIe TAPOJIH;

7. Jlaxxe BO BpeMs UTPBI HE CTOUT OTKIIIOUaTh aHTUBUpYC. [loka Tl Urpaenb, TBOIl KOMIBIOTEP MOTYT
3apa3uTh.

@OUIIUHT WA Kpaika JUYHbIX JaHHBIX

OObIyHO Kpaxceﬁ JACHET U JOKYMCHTOB CCIrOAHA YK€ HUKOTO HEC YIUBUIb, HO C PAa3BUTUEM UHTCPHCT -
TEXHOJIOT Uit 3JIOYMBINIJICHHUKN TICPEMCCTHIIMCh B HUHTCPHET, W IIPOAOJIKAKOT 3aHHUMATBHCA "100UMBIM"
JACIIOM.

Tak mosBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (UIIUHT, TJIaBHAS IEIb KOTOPOTO
COCTOHWT B MOJIy4CHUH KOH(HICHIIMATIBHBIX JaHHBIX MOJIb30BATENCH - JJOTMHOB U maposieil. Ha anrnmuiickom
s3bike phishing uuraercs kak ¢umuar (ot fishing - peiOHas noBms, password - maposb).



OcHOBHBIE COBETHI IO OOPHOE € (HUIIMHTOM:

1. Cnean 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKETa ObljIa B3JIOMaHAa, TO
HE00X0TMMO 3a0JI0KUPOBAThH €€ U COOOIIUTh aJIMUHUCTPATOPAM pecypca 00 3TOM KaKk MOYKHO CKOpEe;

2. Vcnionb3yit 6e30macHbIe BeO-CalThI, B TOM YHCIIE, HHTEPHET-Mara3uHOB M MMOMCKOBBIX CHCTEM;

3. Wcmonp3ydl ClOXHBIE H pasHble mmapoy. Takum oOpa3om, eciau TeOs B3JIOMAaOT, TO
3JIOYMBIIJICHHUKY 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(l)I/IJIIO B CCTH, a HE KO BCEM,

4. Ecin Te0s B3710MaH, TO HEOOXOMMO TPEAYIPEANTH BCEX CBOUX 3HAKOMBIX, KOTOPBIE 100ABICHBI Y
TeOS B JpPY3bsX, O TOM, YTO TeOS B3JIOMAJIM U, BO3MOXHO, OT TBOEr0 MMEHH OYyIET pacchbUIaThCs CIaM M
CCBUIKH Ha (DPUIITUHTOBBIC CAUTHI;

5. YcranoBu HanexkHbIi naposib (PIN) Ha MOOUIIBHBIH TenedoH;
6. OTKII0YM COXpaHEHHUE MapoJIs B Opaysepe;

7. He oTkpbiBail (ailinbl U Apyrue BIOKEHHUS B MHUCbMaxX, AaXK€ €CJIM OHU MPULUIA OT TBOUX JIPY3EH.
Jlydrie yTO4HM Yy HUX, OTIPABIISUIN JIA OHU TeOe 3TH (haiJIbl.

Mudposas penyrauus

HudpoBas pemyranuss - 5TO HeraTMBHas WIM TO3UTHMBHas uUHpopManuss B ceTu O Tebe.
Kommnpomerupytomiast uHGpopmaus, pa3MelieHHasi B MHTEPHETE, MOKET CEpPbe3HbIM 00pa30M OTPa3UThCS Ha
TBoei peanbHOM ku3HH. "lludpoBas pemyramus" - 3TO TBOH HMHIK, KOTOPBIH (OpMHUpYETCS u3
nH(popMaluu o Te6e B HUHTEPHETE.

TBoe MecTO JKUTENBCTBA, Y4eObl, TBOE (DMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PacCKasbl
0 OJIM3KHX - BCE 3TO HAKATUIMBACTCS B CETH.

MHorue noAapoCcTKH JETKOMBICIEHHO OTHOCATCA K MyOnMKanuu JudHoil uHpopmanuu B MHTEpHeTe,
HE MOHMMasl BO3MOXKHBIX MOCHEACTBHM. Thl Jaxe HE CMOXEIIb JI0TajgaTbcsi O TOM, 4To (oTtorpadus,
pa3MenieHHas 5 JeT Ha3al, cTana MPUYMHOM 0TKa3a NPUHSTH TeOs Ha padoTy.

KommenTapum, pazmernienne TBoux Gororpaduii u qpyrue AeMCTBUS MOTYT HE MCUE3HYTh JTaXKe IMOCIe
TOTO, KaK Thl UX YAQIUIIb. Thl HE 3HACIIb, KTO COXPAaHUI ATy MHGOPMAIKIO, TTOTIAJIa JIU OHA B IOMCKOBBIC
CUCTEMBI U COXpaHUJIACh JIU OHA, a TJIABHOE: YTO TMOIyMAIOT O TeOe OKPYKAIOIIHE JIFOIU, KOTOPhIE HAMAYT U
yBUAAT 9T0. Haiit nHdopMaInio MHOTO JIET CITyCTsI CMOXKET JIt000il - Kak U3 JOOPBIX MOOYKICHHH, Tak U C
HaMEpEeHHUEeM MPHUUUHUTE BpPell. ITO MOXKET ObITh KTO YTOAHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON peryTalluu:
1. [Tomymaii, mpesx/ie 4eM 4To-To MyOJIMKOBATh U NepeaBaTh y ceds B 010Te WM B COLUAIbHON CETH;

2. B Hactpoiikax mnpoduis ycTaHOBM OTpaHHMYEHUS HAa MPOCMOTP TBOEro NpPOPUIS M €ro
COJZIEP’)KUMOT0, CIIENal €ro TOJIBKO "I Ipy3en';

3. He pa3memaii u He yka3blBail HH(pOpMaIIHIO, KOTOPasi MOXKET KOTro-JIM00 OCKOPOJIATh M OOMXKATh.
ABTOpCKOE NPaBo
CoBpeMeHHbIE IIKOJBHUKH - aKTUBHBIE MOJIb30BATEIN HU(POBOro mpocTpaHcTBa. OHAKO JaleKo He

BCC 3HAIOT, YTO IIOJIb30BAHHC MHOTHMH BO3MOXXHOCTAMU I_II/I(I)pOBOl"O Mupa Tpe6yeT CO6J'IIO,Z[CHI/I${ paB Ha
HUHTCJUICKTYAJIbHYIO COOCTBEHHOCTb.



TepMuH "uHTENNEKTYyanbHas COOCTBEHHOCTb" OTHOCHUTCSA K PA3JIMYHBIM TBOPEHUSIM YEJIOBEYECKOIO
yMa, HAYMHAs C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U
3aKaH4YMBasi KHUTaMH, poTorpadusiMu, KHHOPHUIEMAMH U MY3bIKAJIbHBIMU TPOU3BEICHUSIMH.

ABTOpCKHME IIpaBa - 3TO IIpaBa Ha HHTEIUIEKTYaJbHYIO COOCTBEHHOCTb Ha IPOM3BEICHUS HAYKH,
JUTEpaTyppl W HUCKycCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KayecTBE TapaHTHUM TOro, 4YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUH TPyl aBTOpa HE OyIeT HAlPacHbBIM, JaCT €MY CIIPaBEIIHBbIE BO3SMOKHOCTH
3apaboTaTh Ha pe3yibTaTax CBOETrO TPy, MOJIYYUTh M3BECTHOCTH M Ipu3HaHue. Hukto 0Oe3 paspemieHus
aBTOpa HE MOJKET BOCIPOM3BOJUTH €ro IPOU3BEJIEHUE, PACIPOCTPAHATh, IMYOJUYHO JEMOHCTPUPOBATH,
pOJaBaTh, IMIIOPTHUPOBATH, ITyCKAaTh B MPOKAT, MyOJIMYHO UCIIOJIHATH, TOKA3bIBATH/UCTIONHATE B 3(upe min
pasmewmars B laTepHere.

Hcnonp3oBanue "mUpaTckoro” mporpaMMHOIO 00eCreueHuss MOXKET NMPUBECTH K MHOTUM PHCKaMm: OT
MOTEPU JIaHHBIX K TBOMM aKKayHTaM J0 OJOKHUPOBKHM TBOETO YCTPOWCTBA, IJI€ YCTAaHOBJIEHA HeJeraibHast
nporpamMma. He ctout Taxxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETajbHbIE U OECIUIaTHBIE TPOrPAMMBI, KOTOPBIE
MOYHO HAWTH B CETH.

O nopraJe
CereBrU4OK.p( - TBOI rIaBHBIA COBETUMK B CETU. 37IECh Thl MOXKEIb y3HATh O OE30MaCHOCTH B CETU

MOHATHBIM M JJOCTYIHBIM SI3BIKOM, @ IMPH BOBHUKHOBEHUU KPUTUYECKOM CUTYyallud OOpaTUTHCS 332 COBETOM.
A TaxKe MPUHATH y4acTHe B KOHKYpCax U CTaTh CaMbIM IIU(POBHIM IpaskJaHUHOM !



	Компьютерные вирусы
	Сети WI-FI
	Социальные сети
	Электронные деньги
	Электронная почта
	Кибербуллинг или виртуальное издевательство
	Мобильный телефон
	Online игры
	Фишинг или кража личных данных
	Цифровая репутация
	Авторское право
	О портале

